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Abstract 
Wireless links in MANET may be broken frequently due to 
nodal mobility and power failures. Such problems make 
routing protocols, like AODV, inefficient and unreliable. 
Presently, these problems are solved using local repairing 
mechanisms at an intermediate node by creating an alternative 
route to the destination. But it increases routing overhead and 
unnecessarily consumes MANET resources. Further, if there 
are no checks on the selection of nodes while creating an 
alternative route, there is every possibility that a malicious 
node may take its place in the path. In this paper, we propose 
a technique which does a quick local recovery from the link 
failures in addition to cryptography scheme. The combined 
technique improves performances in case of data 
transmissions and also consumes less energy of nodes and 
provides more secured and efficient routing in MANETS. 
Performance analysis and simulation results show that our 
proposed technique achieves significant performance 
improvement over existing AODV-based techniques. To 
verify the correct functionality of the protocol we 
implemented it in the NS-2 simulator using genuine 
cryptography and performed extensive simulations and 
evaluations. 
Keywords:  Link failure, AODV, MANETs, mobility, 
mobile networks, routing protocols, improvement, local 
repair, authentication, cryptography, security. 
  

1. Introduction  

A mobile ad hoc network (MANET) is a self-
configuring infrastructure-less network of mobile 
devices connected wirelessly. People and vehicles can 
thus be internetworked in areas without a preexisting 
communication infrastructure or when the use of such 
infrastructure requires wireless extension. In the mobile 
ad hoc network, nodes can directly communicate with 
all the other nodes within their radio ranges; whereas 
nodes that are not in the direct communication range 
use intermediate node(s) to communicate with each 
other. In these two situations, all the nodes that have 
participated in the communication automatically form a 

wireless network. Therefore, this kind of wireless 
network can be viewed as mobile ad hoc network. 

AODV is one of the most prominent MANET and 
WMN routing protocols, and it forms an integral 
component of the Hybrid Wireless Mesh Protocol 
(HWMP) in the upcoming IEEE 802.11s Wireless Mesh 
Network standard. AODV is a reactive routing protocol, 
which means route discoveries are initiated on demand, 
i.e. only when a source node has data to send to a 
destination node, but has no corresponding route. In this 
case, the source node starts a route discovery to a 
destination node by broadcasting a Route Request 
(RREQ) message in the network. The RREQ message is 
re-broadcast and forwarded by other nodes in the 
network, until it reaches the destination node (or 
another node that has a route to the destination node). 
During this process, intermediate nodes forwarding the 
message create a temporary routing table entry, which 
establishes a route (reverse route) back to the source of 
the RREQ message. The destination node then responds 
to the RREQ message by sending a Route Reply 
(RREP) message back to the source via unicast along 
the previously established reverse route. At the end of 
this process, an end-to-end route is established, and all 
nodes along the route have a routing table entry for both 
the source and destination node.  

In case a link that is part of an active route breaks, e.g. 
due to mobility, interference or any other reason, it is 
the responsibility of the routing protocol to repair and 
re- establish the route.    

After route is repaired locally, cryptography scheme is 
applied to make the routing more secured and 
trustworthy as a - trust factor. Authentication is taken as 
a generalized factor, which needs to be considered 
strongly during decryption phase. 

In this paper, we have applied a flexible and 
parameterized equation for decision making while 
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implementing cryptography. Figure a illustrates how 
this decision is made in general.   

             for i=1 to n 

             { 

             [PubKey,PriKey]=Generate KeyPair(Node(i)); 

               For i=m 

        { 

        Msg=EncryptMessage(“how are you”,PubKey(Node(i)); 

        Authentication=DecryptMessage(Msg,PriKey); 

        } 

            } 

Figure a 

 

2. Related Work 

In Year 2002, Manel Guerrero Zapata performed a 
work," Securing Ad hoc Routing Protocols". Author 
considers the problem of incorporating security 
mechanisms into routing protocols for ad hoc networks. 
Canned security solutions like IPSec are not applicable. 
Authors look at AODV in detail and develop a security 
mechanism to protect its routing information. 

In Year 2006, Mounir Frikha performed a work," 
Conception and Simulation of Energy-Efficient AODV 
protocol in Ad Hoc Networks". This paper presents a 
new source-initiated (on demand) routing protocol for 
mobile Ad Hoc networks with an energy management 
and control policy that balances the traffic load inside 
the network in order to increase the battery lifetime of 
the nodes and hence the overall useful life of the Ad 
Hoc network. Simulation results show that the proposed 
protocol has a higher performance than other source-
initiated routing protocols in terms of the network 
lifetime.   

In Year 2012, Parkpoom Manoyut performed a work," 
Modified Local Repair in AODV for LoWPANs". 
Author focus on the existing ad-hoc routing protocol 
named AODV which is widely applied in wireless 
sensor networks. This paper proposes the method to 
improve the performance of the local repair mechanism 
in AODV. Author found that Presented mechanism 
gives the performance improvement varying from 20 to 

36%. In addition, the routing overhead in term of 
dropped packet is better than the original AODV.  

In Year 2012, Valentina Timcenko performed a work,” 
The Impact of Pause Duration to Performance of 
AODV Protocol in Simulated Urban Environment".   
This paper analyzes the impact of duration and 
probability of pause generation in the nodes movement 
to the performance of Ad hoc On-demand  

Distance Vector (AODV) routing protocol in mobile ad 
hoc networks in the urban environment. 

In Year 2013, Iftikhar Ahmad performed a work, "QoS 
Routing for Real Time Traffic in Mobile Ad hoc 
Network".  This paper is concerned with a routing 
protocol for MANETs that provides QoS guarantees 
using the Time Slot Bandwidth Reservation (TSBR) 
method. This technique reserves larger bandwidth for 
real time data thus reducing the queuing delay. In this 
paper, Author propose enhancement in the popular 
AODV routing protocol to provide QoS support for real 
time traffic in MANETs. 

3. Proposed Work 

The AODV protocol itself gives the concept of network 
local repairing to provide the network stability. The 
AODV protocol is capable to identify the broken link 
over the network. As the broken link is identified, it 
finds the compromising path to perform the rerouting 
for network communication.  In this paper, the proposed 
model is also defined with SAODV protocol during 
cryptographic phase to gain trustful and authenticated 
routing. 

3.1. Explanation to Problem 
 
 
 

 

 

 

 

 

Figure 3.1: Broken Link in AODV Protocol (Broken 
Phase) 
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As we can see in figure 3.1, the node C is the current 
node and its neighbor nodes are E, F and G.  Here F is 
the most optimized node on which the communication 
will be performed. But there is some bad link between 
node C and F that is identified by the AODV protocol.  

In case of a link break, the two ends of the broken link 
send two special update packets towards both the source 
and the destination. This way each node on the path can 
update its own RT to reflect the break and the source 
node can invoke the route discovery mechanism to 
perform the local repair. 

 

 

 

 

 

Figure 3.2: Repaired Path (Repairing Phase) 

In figure 3.2 we can see, as the node repair will follow 
the existing path. 

3.2. AODV Route Repair  

When the link breakage is detected in MANETs, the 
node upstream of the link break can initiate a Local 
Repair mechanism, by locally initiating a route 
discovery for the destination node via broadcasting a 
corresponding RREQ message. For the duration of this 
process, data packets for the destination node should be 
buffered at the repairing node. If the Local Repair 
attempt is successful, the node initiating the repair will 
receive a RREP within the fixed amount of time 
(discovery period), providing a new path to the 
destination, and communication can resume. The scope 
of the RREQ messages sent as part of a Local Repair is 
limited via setting their TTL values accordingly. In case 
the Local Repair attempt is not successful, i.e. no valid 
RREP message is received in response to the RREQ, 
the repairing node will revert back to the Source Repair 
mechanism, by sending a RERR message back to the 
source node. Local Repair can decrease the cost and 
time of a route repair, and increase overall network 
performance.  

When the link repairing is attempted to be successful, 
AODV Implementation (Cryptographic mechanism) is 
taken in approach to work –on, to provide 

authentication and integrity, from Third Party Users, 
Eavesdroppers, etc. We termed it as LRC-AODV 
(Locally Repaired Cryptographic AODV).  

3.3. AODV Protocol Implementation 
(Cryptography Mechanism) 

The protocol LRC-AODV is an improved version of the 
SAODV protocol and has first been published in. It is a 
protocol extension to the AODV protocol, based on the 
AODV extension mechanism. For the simulations in 
this paper we further improved the protocol and its 
implementation in the simulation environment. The 
protocol uses a GENERATE Key Pair(GKP) as a trust 
anchor. Hence, nodes can be identified using Key 
certificates.The basis for our implementation runs the 
respective mechanisms to verify or secure the packet. 
Every secured packet will be answered using also a 
secure packet. If an insecure packet is received the 
controller has to decide if it is handled or discarded. 
However, an insecure packet will allways be answered 
using an insecure packet. To implement real security 
functionality some design decisions had to be made. 
Authentication is taken as a generalised factor,which 
needs to be considered strongly during decryption phase 
The selection of a crypto- graphic library and the 
certificate standard is described in the following 
sections.  

Cryptographic Library : Several open cryptographic 
libraries exist and are applicable for the use like 
Crypto++ and the libcrypto libraries.  

Certificate Types: Conventional X.509 certificates 
have been used. The MAC layer starts to fragment the 
packets which leads to twice the number of packets on 
the channel, increasing the number of collisions.  

 

4. Simulation and Results 

Software Used: 
 
Operating system: Linux 8.0 
Window Platform: Ubuntu 10.04 
Language            : OTcl 
Software             : NS 2.35 
 

4.1. NS2 Overview 
 
NS2 is an object-oriented simulator written in C++ and 
OTcl (an object oriented extension of Tcl). The 
simulator supports a class hierarchy in C++ and a 
similar class hierarchy within the OTcl interpreter. 
There is a one-to-one correspondence between a class in 
the interpreted hierarchy and one in the compile 
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hierarchy. The reason to use two different programming 
languages is that OTcl is suitable for the programs and 
configurations that demand frequent and fast change 
while C++ is suitable for the programs that have high 
demand in speed. NS2 is highly extensible. It not only 
supports most commonly used IP protocols but also 
allows the users to extend or implement their own 
protocols. The latest NS2 version supports the four ad 
hoc routing protocols, including DSR. It also provides 
powerful trace functionalities, which are very important 
in our project since information need to be logged for 
analysis. The full source code of NS2 can be 
downloaded and compiled for multiple platforms such 
as UNIX, Windows etc. 
 

4.2. Simulation Scenarios: 
 

1) Physical Model: For the physical propagation model 
we used the two-way ground model. In the simulator, 
the data rate was set to 11 Mbs and a transmission range 
of 170 m was used.  
 
2) Mobility Model: To simulate node mobility we used 
the Random Waypoint Mobility model. The model has 
some drawbacks; however, since we wanted to obtain 
comparable results to the existing results we used the 
model anyway. The node pause times varied between 0s 
(high mobility) and 600 s (low mobility). For our simu- 
lations, the scenario had a size of 784*569m and 
simulated 26 nodes.  
 
3) Traffic Generation: Constant bit rate (CBR) sources 
have been used to model data traffic. The data packets 
had a size of 512 Byte. The simulation scenarios 
contained different numbers of data sources which were 
distributed randomly. 
 

4.3. Performance Metrics 
 
a) Packet Loss Rate: The total no. of Packets that 
arrived at the destination minus the no. of packets 
actually transmitted by the source, when a link break 
occurs. 
 b) Bitrate: The no. of bits that are conveyed or 
processed per unit of time. 
c) Packets Transmitted: It is the average no. of 
packets or data carried over a communication channel 
form source to destination. 
d) Packet Lost: The total no. of packets dropped by the 
node when there exist no route to destination. 
e)  Packet Delay: It is the average time a Packet takes 
to reach from source to destination. 

 

4.3.1. Network Parameters 

        Parameters       Values 

Examined Protocol       AODV 

MAC Protocol Standard       802.11 

Traffic type      CBR(TCP) 

Transmission range      100 m 

Minimum speed      10 s 

Simulation time      2m/s 

Data rate    100 kb/s 

Area    784*569 m 

4.4. Analysis Results: 

  

Graph1: Packet Loss rate (Existing Vs Proposed 
Approach) 

Here figure1 is showing the comparative analysis of Packet 
Loss rate over the network. Here x axis represents the time 
and y axis represents the Packet Loss rate of communication. 
As we can see after implementing the proposed approach the 
Packet Loss rate over the network is increased. 

 

Graph2: Bitrate (Existing Vs Proposed Approach) 
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Here figure 2 ,is showing the comparative analysis of 
bitrate over the network. Here x axis represents the time 
and y axis represents the bitrate of communication. As 
we can see after implementing the proposed approach 
the bitrate over the network is increased. 

 

Graph3: Packet Transmitted (Existing Vs Proposed 
Approach) 

Here figure 3, is showing the comparative analysis of 
packet transmitted over the network. Here x axis 
represents the time and y axis represents the packet 
transmitted. As we can see after implementing the 
proposed approach the successful packet transmission 
over the network is increased. 

    

Graph4: Packet Lost (Existing Vs Proposed 
Approach) 

Here figure 4 is showing the comparative analysis of 
packet lost over the network. Here x axis represents the 
time and y axis represents the packet transmitted. As we 
can see after implementing the proposed approach the 
packet loss over the network is decreased. 

 

 Graph5: Packet Delay (Existing Vs Proposed 
Approach) 

Here figure 5, is showing the comparative analysis of 
Packet Delay over the network. Here x axis represents 
the time and y axis represents the Packet Delay of 
communication. As we can see after implementing the 
proposed approach the Packet Delay over the network is 
decreased. 

5. Conclusion 

Here we have shown the improvement over AODV 
protocol by repairing the route locally, to ensure the 
stability in routing. It means as the broken link is 
detected the routing path is modified by the AODV 
protocol. The concept of      cryptography scheme 
provides a promiscuous secure transmission of data, 
from source to destination with the better stability 
within efficient time and without using any extra 
resources. 
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